At the request ofour readers, we present this special feature on case management. This feature appears on an occasional basis in the Journal. Based on the suggestion ofa reader, we are using a Panel approach to provide a forum for sharing ideas, viewpoints, and perspectives. We have put together a group of individuals with expertise from a variety of case management arenas who have agreed to share their opinions and perspectives in response to specific questions or scenarios. Opinions and perspectives are those of the panel members, and do not necessarily represent the views of the AAOHN, the Editor, or the Publisher. We encourage readers to submit their questions or scenarios for the Panel. This month's Panel members include Christine M. Kalina, Annette B. Haag, Mary Lou Wassel, and Robin Tourigian. The question for this month's feature comes from the Case Management Section Meeting at AOHC 2001 in San Francisco.
P reviously, personal information such as is common in medical case management that often moves across state lines from physicians' offices, insurance companies, and third party administrators was protected by a variety of separate state laws and the vigilance of health care providers. Often this type of protection was not enough, allowing for health care information to slip past safeguards and be distributed inappropriately. Examples include access to home loan lenders who could use the information to deny a home loan or an employer who might use the information in personnel decisions (HHS, 2000) . In the current electronic world, locking the file cabinet and "swallowing the key" is not enough.
In 1996, Congress enacted the Health Insurance Portability and Accountability Act of 1996 (HIPAA) (Barthel, 1998) . The law included requirements to enact new safeguards to protect the security and confidentiality of health care information. The law gave Congress until August 21, 1999 to pass comprehensive health privacy legislation. When Congress did not enact such legislation after 3 years, the law required the U.S. Department of Health and Human Services (HHS) to formulate such protection. In November 1999, HHS published proposed regulations to comply with the health information privacy legislation. An extended comment period fol-508 lowed and on April 14, 2001 the regulation, entitled, "Standards for Privacy of Individually Identified Health Information" (Privacy Rule) took effect. Most covered entities have until April 14, 2003 to comply with the rule's final provisions.
Who Is Covered?
This legislation covers health plans, health care clearinghouses, and those health care providers who conduct administrative or certain financial transactions electronically (HHS, 2000) . All medical records and other individually identifiable health information used or disclosed by a covered entity in any form (i.e., electronically, on paper, orally) are covered by the Final Rule (45 C.F.R. 160-164) (please see Complying With the Health Insurance Portability and Accountability Act: Privacy Standards on page 501 for a definition of covered entity).
Thus, for the first time, a national standard exists to protect individuals' personal health information and medical records. This standard sets boundaries on the release of medical records, sets safeguards that health care providers and others must achieve to protect confidentiality, imposes civil and criminal penalties that can be imposed if a client's privacy rights are violated, and allows for disclosure of some types of data to protect the public health and safety. This rule gives clients control over the use of their medical information. Health care information is to be used only for health care decisions.
Currently, HHS is reviewing input received during the public comment period to determine what changes are appropriate to insure the rule protects a client's privacy as intended, without harming the client's access to care (HHS, 2000) . Employers and agencies should be referred to the HHS Office for Civil Rights (OCR) and legal counsel for specific compliance questions.
It is expected that changes and modifications will be made to the Final Rule. The modifications will be made to correct any negative effects of the rule on health care quality or access to care.
Case Management Practice Implications
The Privacy Rule establishes a federal requirement that most physicians, hospitals, nurses, or other health care providers obtain a client's written consent before using or disclosing the client's health care information to carry out treatment, payment, or health care operations (HHS, 2000) . In general, once a record of a health care encounter is started, Privacy Rule provisions including a client's need to understand client rights and written consent for release of medical information apply.
General provisions require client consent before a covered health care provider who has a direct treatment relationship with the client may use or disclose protected health information. In an emergency situation and to protect the public health and welfare, consent is not required. In a non-emergency or non-life threatening situation, if the client refuses to consent to the use or disclosure of their medical information, the health care provider may refuse to treat the client. The health care provider needs to obtain the client's written consent only once. The consent document may be brief and written in general terms. The consent must be clear and written in plain language, informing the client of the right to review the Privacy Rule, to request restriction and to revoke consent. The consent must be dated and signed by the individuals or their representative.
Occupational health nurses and occupational health nurse case managers have traditionally and proudly protected the client's health care information. The Privacy Standard impacts practice while also protecting the traditional role as employee advocate. It is important to demonstrate compliance with all federal legislation affecting occupational health nursing practice, including case management. The Final Rule requires written policy procedures and requires training be provided for employees in privacy procedures. The rule also requires designations of a person responsible for ensuring procedures are followed. Whether the case manager is in private practice, or employed by a firm or business entity or health care facility, the case manager should have the Final Rule itself reviewed by legal counsel to determine if the rule applies. If the rule applies, the written policy developed for compliance should also be reviewed by legal counsel.
In general, it is good practice and important for the occupational health NOVEMBER 2001, VOL. 49, NO. 11 nurse to document the process for protecting medical information communicated in all forms-verbally, in writing, and electronically. This documentation is required under the Final Rule. It is also important for the client or employee to give informed consent related to the release and use of any medical information. The consent package should contain a copy of the general provisions and requirements of this rule including the client's rights. The consent needs to be signed just once and should be part of the client's record.
Under the provisions of the law, an individual's health information may only be used for health purposes. The case manager should document where any information is sent, to whom, and for what purpose.
Some individual states may have individual laws that apply to mental health, HIV, and AIDS, for example. The more stringent state laws continue to apply in addition to the federal law.
Most covered entities have until April 2003 to comply with Final Rule provisions.
T he intent of the Health Insurance Portability and Accountability Act (HIPAA) signed into law by President Clinton on August 21, 1996, was to afford millions of Americans greater security in their health insurance coverage through improved access, portability, and ability to renew in the group and individual markets. As part of HIPAA, Congress recognized the need for national client privacy standards and set a 3 year deadline for itself to enact these protections. When Congress did not enact this legislation within the 3 year deadline, the law required the U.S. Department of Health and Human Services (HHS) to adopt such protections via regulation.
The HHS proposed federal privacy standards in 1999, and published final standards in December 2000 after reviewing and considering a wealth of public comments. After another period of public comment, the rule was allowed to take effect on April 14,2001. On July 6, 2001, HHS issued the first in a series of guidance materials on the new federal privacy protections for medical records and other personal health information. The HHS guidance-available at http:// www.hhs.gov/ocr/hipaa-answers common questions about the new protections for consumers and requirements for health care providers, hospitals, health plans and health insurers, and health care clearinghouses (HHS, 2001b) . It also clarifies some of the confusion about the meaning of key provisions of the rule. A fact sheet summarizing the Privacy Rule's rights and protection is available at http://www.hhs .gov/news/pressI200 1 pres/Olfsprivacy.html (HHS, 200la) . A more detailed fact sheet about the rule, including initial guidance, is available at http://www.hhs.gov/ ocr/hipaa. Most covered entities have until April 14, 2003, to comply with the federal Privacy Rule. Proactive case management professionals should be closely monitoring these websites for additional guidance and issues to consider that will undoubtedly affect nursing practice.
On a state level, it is important to remember that during this 5 year period since the enactment of HIPAA, the Health Care Financing Administration (HCFA) has been challenged to assume a new oversight role of state regulation of health insurance. The HHS and HCFA have worked closely with the states and National Association of Insurance Commissioners (NAIC), as well as many other state groups, to obtain their views and comments on the policy and regulatory process issues.
Also during this period, many states have passed important confidentiality or privacy legi slation affecting case management practice. For example , the California Assembly Bill 435, effective January 2000, provides that insurers : are prohibited from disclosing or causing to be disclosed to an employer, any medical inform ation...about an employee who has filed a workers' compensat ion claim, except as follows:
• If the diagnosis of the injury for which the workers' compensation is claimed would affect the employer 's premium, then an insurer may disclose that diagnosis. • Medical information related to the injury for which the workers' compensation is claimed that is necessary for the employer to have in order for the employer to modify the employer's work duties.
New restrictions on the disclosure of health information such as these have resulted in procedural changes for many large insurance companies. Access to medical progress notes in claim files has been restricted with new procedures and workflows.
Many case management professionals and occupational health nurses practice across state lines and are responsible for monitoring, not only the current guidance on federal laws, but also any current guidance on state legislation that affects nursing practice. The ease of access to current electronic health information has been a source of tremendous concern for everyone, not only in their roles as health professionals, but also on an individual level. It is the occupational health nurse's professional responsibility to stay current and closely monitor what is sure to be continued guidance on protecting the privacy of health information. (AAOHN and ACOEM, 1997) . It is important that employees are aware of these exceptions.
Informed consent forms are important tools for case managers to gain approval from clients for release of medical and health information. The case manager can facilitate client acceptance by explaining the role of the case manager as client advocate. Sharing examples of how the case manager can assist clients is helpful in clarifying the role and gaining consent for the release of medical information.
The case manager often faces conflict between the employees ' right to keep medical information confidential and the employer's need to know. Employers need information and assistance with the Family Medical Leave Act (FMLA), fitness for duty, return to work restriction s or limitations, and recommended accommodation. The employer does not need the medical diagnosis or specific details of the employee 's health condition. Noncompliance in maintaining privacy and confidentiality can have severe civil and criminal consequences for the employer and the case manager. It is important for the employer to understand that the case manager 's role is to protect the employee 's right to privacy and the employer from potential legal consequences and penalties related to compliance.
Some steps that case managers can take to ensure compliance with privacy laws and regulations include (Kauffman-Nearhoof, 2001 ):
• Review specific laws, regulations, and standards affecting their location and practice. • Develop written privacy policy and procedures and monitor compliance. Policy and procedures should include custodian of records; where and how records are stored; security of records and databases; and what happens in the case of resignation, layoff, termination, transfers, and plant closings (AAOHN and ACOEM, 1997). • Develop and communicate a grievance procedure for clients to ask questions or complain about record privacy. • Obtain consent for case management services and for release of information authorization. • Provide clients with a copy of signed consent.
• Ensure client access to medical records and the ability to amend the records.
• Release the minimum amount of health information necessary for the disclosure.
Case managers need to take a proactive approach to ensure compliance with privacy laws and regulations related to health and medical information and records to protect clients and their organizations.
